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Using DICE Attestation for SEV and SNP Hardware
Rooted Attestation
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Device Identifier Composition Engine (DICE) is ameasured boot solution for systemswithout a TPMor similar
hardware based capabilities. DICE is a layered approach meaning that each layer or software component of
a boot takes inputs from the previous layer, its measurement and certificate, and then generates the same for
the next phase of the boot. The output of this layering provides a strong code identity of all components of
the boot. Since not all Confidential VM hardware contains TPM-like capabilities for attestation, DICE may be
a solution for providing a meaningful attestation story for linux workloads in these environments.
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