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Secure bootloader for Confidential Computing
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Confidential computing (CC) provides a solution for data protection with hardware-based Trusted Execution
Environment (TEE) such as Intel TDX, AMD SEV, or ARM RME. Today, Open Virtual machine Firmware
(OVMF) and shim+grub provided necessary initialization for confidential virtual machine (VM) guest. More
important, they acted as the chain of trust for measurement to support TEE attestation. In this talk, we would
like to introduce the CC measurement infrastructure in the OVMF together with shim and grub, and how
the VM guest uses the measurement information to support TEE runtime attestation. Finally we would like
to discuss the attestation-based disk encryption solution in CC and compare the options in pre-boot phase
(OVMF), OS loader phase (grub) or kernel early boot phase (initrd) and related cloud use case.
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