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History
* Back in the day

* /sbin/hotplug, scan entire /dev, /proc/scsi/scsi,
/proc/partitions

* magicdev, supermount, subfs

« User conf/ passwords stored in /etc or hard-coded
* Millions of LOC running as uid 0



History
* Back in the day

* /sbin/hotplug, scan entire /dev, /proc/scsi/scsi,
/proc/partitions

* magicdev, supermount, subfs
» User conf/ passwords stored in /etc or hard-coded
* Millions of LOC running as uid 0

« Early Desktop Integration
 HAL, D-Bus, PolicyKit
» Separate Mechanism and Policy

« But... Implementation too complex, not scalable, not
focused, too many abstractions



Cutting the same cake in a different way

1% piece: Move device discovery/enumeration,
classification, quirks, probing, event
propagation to udev

2" piece: Write libudev

3" piece: Dedicated system services for major
subsystems

- DeviceKit-disks, DeviceKit-power, NetworkManager,
PulseAudio, Bluez, Gypsy, ...

4" piece: Port the world to subsystem services

- Apps using simple subsystems use libudev (Cheese)
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kernel devices show up in a device tree in /sys

/sys/devices

|-- pcifoeo:eo

|-- 0000:00:1f.2

| -- driver -> ../../../bus/pci/drivers/ahci

h
|
I
|

ost0O

-- subsystem -> ../../../../bus/scsi
-- target0:0:0
| -- subsystem -> ../../../../bus/scsi

|-- 0:0:0:0
| -- subsystem -> ../../../../bus/scsi

subsystem -> ../../../../../../../../../class/block
alignment offset

capability

dev



new devices and changes are announced over netlink with uevents:

recvmsg(3,
{msg name(12)={sa family=AF NETLINK, pid=0, groups=00000001},
msg iov(1l)=[{"add@/devices/pciO000:00/0000:00:1f.2/host0/target0:0:0/...\0
ACTION=add\0
DEVPATH=/devices/pci0000:00/0000:00:1f.2/host0/target0:0:0/0:0:0:0/...\0
SUBSYSTEM=block\0
MAJOR=8\0
MINOR=0\0
DEVNAME=sda\0
DEVTYPE=disk\0
SEQNUM=1584\0"}, ...],



udev rules to:
add properties to store in database
create meaningful symlinks
run programs to configure/setup the device

SUBSYTEM=="block", KERNEL=="sd*", ENV{DEVTYPE}=="disk", \
IMPORT{program}="ata id --export $tempnode"

/lib/udev/ata id --export /dev/sda

ID TYPE=disk

ID BUS=ata

ID MODEL=SAMSUNG MMCQE28G8MUP-0OVA

ID MODEL ENC=SAMSUNG\x20MMCQE28G8MUP-0OVA

ID REVISION=VAMO8L1Q

ID SERTAL=SAMSUNG MMCQE28G8MUP-OVA SE837A4759
ID SERIAL SHORT=SE837A4759

SUBSYTEM=="block", KERNEL=="sd*", ENV{DEVTYPE}=="disk", \
ENV{ID SERIAL}=="7?*", SYMLINK+="disk/by-id/%$env{ID BUS}-%$env{ID SERIAL}"



send event back to multiple listeners:

recvmsg(3,
{msg_name(12)={sa_family=AF _NETLINK, pid=-4226, groups=00000002},
msg_iov(1)=[{"udev-147\0\0\0\0\0\0\0\0\312\376\35\352 \Om\3\20\306\320B\1\214\272\31
UDEV_LOG=3\0
ACTION=add\0
DEVPATH=/devices/pci0000:00/0000:00:1f.2/host0/target0:0:0/0:0:0:0/block/sda\0
SUBSYSTEM=block\0
DEVNAME=/dev/sda\0
DEVTYPE=disk\0
SEQNUM=1584\0
MAJOR=8\0
MINOR=0\0
DEVLINKS=/dev/block/8:0 \
/dev/disk/by-id/ata-SAMSUNG_MMCQE28G8MUP-0VA SE837A4759 \
/dev/disk/by-path/pci-0000:00:1f.2-scsi-0:0:0:0\0
ID_TYPE=disk\0
ID_BUS=ata\0
ID MODEL=SAMSUNG_MMCQE28G8MUP-0VA\0
ID_ MODEL_ENC=SAMSUNG\\x20MMCQE28G8MUP-0VA\0
ID_REVISION=VAMO8L1Q\0
ID_SERIAL=SAMSUNG_MMCQE28G8MUP-0VA SE837A4759\0
ID_SERIAL SHORT=SE837A4759\0
ID_PATH=pci-0000:00:1f.2-scsi-0:0:0:0\0
DKD_ATA SMART IS _AVAILABLE=1\0}, ...],



receive event with libudev:

struct udev monitor *monitor;
struct udev device *device;

monitor = udev _monitor new from netlink(udev, "udev");

udev_monitor enable receiving(monitor);
udev_monitor filter add match subsystem devtype(monitor, "block", "disk");
device = udev monitor receive device(monitor);

message multiplexing in the kernel
messages filtered inside the kernel with berkeley packet filter



libgudev javascript example



Storage Subsystem Daemon

e DeviceKit-disks

e Consumes udev information
e Started on demand
* High-level APl w/ progress reporting

 Mount, Unmount, Eject, Poll, Fsck
» Partitioning, Formatting, FS Label
ATA SMART monitoring

MD-RAID (Create, Start/Stop, Check, ...)
Drive spindown
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Palimpsest Demo

(d-feet, fs labels, mkfs, ATA SMART from USB, new-ui)



D-Feet D-Bus debugger

System Bus 3£ | Session Bus 3¢

Hltenl || Hide Private

Name: org.freedesktop.DeviceKit.Disks
Unique Name: :1.44
com.redhat.NewPrinterNotifica Command Line: fusrflibexec/devkit-disks-daemon

| Bus Mame

%.

@ com.redhat.abrt Introspection Data -~
@' fi.epitest.hostap.WPASupplican K Object Paths

'@f org.bluez [+ QfurgffreedesktupreviceKit-fDisks =
@' org.freedesktop.Avahi =~ @,-fc-rg,-ffreedesktnpreviceKit-fDisks,-fdevicesfsda

@' org.freedesktop.ConsolekKit K Interfaces |
e freedesktop.DeviceKit.Disk E [+ arg.freedesktop DBus. Introspectable

&' org.freedesktop.DeviceKit.Pow: [+ org.freedesktop.DBus.Properties

@' org.freedesktop.Hal = arg.freedesktop.DeviceKit.Disks Device

@' org.freedesktop.ModemManag:e = ﬂ Methods

%’ org.freedesktop.NetworkManar 2 DrivestasmartinitiateSelftest(String test, Array of [String] options)

'@f org.freedesktop.NetworkManaq * O DrivestasmartRefreshDatalsrray of [String] aptions)

%’ org.freedesktop.NetworkManaz = O DriveDetachiarray of [String] options)

@' org.freedesktop.PolicyKitl B O DriveEject{&rray of [String] options)

@' org.gnome.DisplayManager 2 DrivePollMedial)

@' 11.2 O DriveSetSpindownTimeout(Int32 timeout_secaonds, Array of [String] opt
@" 1.7 Q DriveUninhibitPalling(String cookia)

@' :1.14 2 DrivelUnsetSpindownTimeout(String cookia)

@' :1.15 O FilesysternCheckiarray of [String] options) = (Ecolean is_clean)

@" :1.16 Q FilesystemCreate(String fstype, Array of [String] options)

@l’ :1.19 (D FilesystemListOpenFiles() = (Array of [Struct of (UInt32, UInt32, String)]
@.‘ Arloe |z O FilesystemMount|String filesystem_type, Array of [String] options) = (St
@' :1.34 2 FilesystemSetLabel(String new_label)

@y 11.35 bl O FilesysternUnmountsrray of [String] options) hd

< | T | >

| »




davidz@=6l:~/Hacking
root@x6l:~

Every 2.0s: tree jdev/disk/ Wed Sep 23

Jdev/disk/ root@xel:~ # davidz@xbl:~/Desktop J§ davidz@xel:~/Hackin... ¢
- by-id [roct@xel ~]# udevadm monitor --udev
| -- ata-INTEL_5505A2MHOSOG1GC CVEME42101HDOSODGH -= ../, . /sda monitor will print the received events for:
| -- ata-INTEL 550542 FHOBOGLGE CVEMBE42 10IHDOSODGH -partl -= ../, . /sdal UDEY - the event which udev sends out after rule processing
| -- &ta-INTEL_5505A2 MFHEEOGLGC CVEM342101HDASODCGN-part? -= .. /.. /sda2
|-- scsi-SATA TNTEL SSDSAZMHOCVEME42101HDASADGN -= ../../sda |:|
|-- scsi-SATA_INTEL SSDSAZFHOCVEME42101HDEEADGN-partl -= ../, ./sdal
|-- scsi-SATA_INTEL SSDSAZFHOCVEMB42 101HDOBODGN-part2 -= ../, ./ sda?
| S fsdb
"o~ ush-Generic_ STORAGE DEWIC .. fsdbl
- by-label

|-- FIRSTWw2ENAFE -= ../../sdbl

"-- Fedorahw2@yx28Rawhidey»29 -= ../, . /sdal
- by-path

Palimpsest Disk Utility

File Edit Help

80 GB Solid-S5tate Disk
| y ATA INTEL S5D5A2MHO80G1GE
MEBER Partition Tahle
Fedora (Rawhide]
12 GB Linux Ext3 {version 1.0)
2.0 GB Unrecognized .. davidz @x6l:~/Hacking
Unknown ar Unused [davidz@efl Hacking]$ devkit-disks --monitor
46 GB Free Monitoring activity from the disks daemon., Press Ctrl+4C to cancel.
Unallocated Space

Generic STORAGE DEVICE Partition
Generic STORAGE DEVICE
artition Table

The attributes of the partition can be edited
can also be deleted to make room for othe

Partition Label:
Type: WAE5 FAT32 (0x0b)

Bootable

Delet

Mountahle Filesystem

The walume cantains a mountable filesyste

SRl A root@x61:~ Palimpsest Disk ... davidz@x61:~/H. .




davidz@=6l:~/Hacking
root@x6l:~

Every 2.0s: tree jdev/disk/ Wed Sep 23 16:22:3C
P rootExel:~ &% davidz@xEl:~/Desktop J§ davidz@xel:~/Hackin...
- by-id [roct@xel ~]# udevadm monitor --udev
| -- ata-INTEL_5505A2MHOSOG1GC CVEME42101HDOSODGH -= ../, . /sda monitor will print the received events for:
- gta-INTEL_S5D5A2MHOZ0G1GC CWEMBA2101HDORODGN -partl -= ../, . /sdal UDEV - the event which udev sends out after rule processing
Lo fsdal
scsi-SATA TNTEL SSDSAZMHOCVEMS42 101HDASGDGN -= ../, . /sda UDEV [1253748149,894123] change  fdevices/pc
- scsi-SATA TNTEL S5D5AZFHOCVEMSAZ2 10IHDOSODGM-partl -= ../, . /sdal (1.0/hoste/targete: @ 0/6:0: 0:0/block/sdb/sdbl
sc51i-5ATA INTEL S5DSAZFHOCVEMS42 101HDOBODGN-part2 -= ../, . /sda2 UDEV [1253748149,189025] change  /devices/pc
Jodsdb 11.8/hoste/target6: 0:0/6:0:0:0/block/sdb/sdbl (block)
; £ fsdbl

-
ra
-
L

|- _
| -- &ta-INTEL_5505A2 MHOSOG1GC CVEMS42101HDOSODGH - parts -=
| - -
| -
| -
| -

I

I

I

I

I

I

I

I

| -- usb-Generic_STORAGE_DEVIC

|-- by-label

| |-- Fedoraw20wx28Rawhide»29 -= ../, /sdal
I - NEWMZOMAME -= ../, /sdbl

|-- by-path

| |-- pci = 0 fsdb
| ci 0:1d.7 ] i-@:0:0:0-partl -= ../
| ;i . ST

| i

I

|-- p fsdbl
|-- pei-E sda
[-- P

- b o fsdal
- pci - - -= 0 fsdal
- by-uuid
|-- 7456-TFBB3 -= ../../sdbl
Co- TBR263c4-5eiB-dodc-97b8-1labhe221c3dd = /. Ssdal

4 directories, 17 files

davidz @x6l:~/Hacking

SNOWN or Unu=ead

; de [davidz@«el Hacking]$ devkit-disks --monitor
_________ 46 GB Free Monitoring activity from the disks daemon., Press Ctrl+4C to cancel.
= Unallocated Space job-changed: forgffreedesktop/Devicelit/Disks/devices/sdbl

Generic STORAGE DEVICE Partition -_:hanl:_ln-:-cl: .-:I:II'E_I.-':fl'n-:-n-:-cln-:-:.kml:u.-:[u-:-x-'I-:n-:-I'-’.Ir.-:[II:.ks.-:cln-:-x-'I-: E .-:5|:II:|1
(C2) Generic STORAGE DEVICH job-changed: forgf freedesktop/Devicekit/Disks/devices/sdbl

1.1 GE Media, MER Partition Table The attributes of the partition can be edite daiEhEE Jorg/ freedesktop/Devicelit/Disks/devices/sdbl
can also be deleted to make room for othe EjENEE Jorg/ freedesktop/Devicekit/Disks/devices/sdbl

Partition Label:
Type: WAE5 FAT32 (0x0b)
Bootable

Delet

Mountahle Filesystem

The wvalume cantains a mountable filesyste

Label: |NEW NAME

root@x61:~ Palimpsest Disk . . davidz@x61:~/H. . "& B o « 50 g oF




davidz@=6l:~/Hacking —
root@x6l:~

Every 2.0s: tree jdev/disk/ Wed Sep 23 16:26:21 2089
Jdev/disk/ root@xhl:~ #4 | davidz@x6l:~/Desktop 3§  davidz@x6l:~/Hackin.. 3§
- by-id [roct@xel ~]# udevadm monitor --udev
| -- ata-INTEL_5505A2MHOSOG1GC CVEME42101HDOSODGH -= ../, . /sda monitor will print the received events for:
- gta-INTEL_S5D5A2MHOZ0G1GC_CWEMBA2101HDOEODGN -partl -= f.ofsdal UDEV - the event which udev sends out after rule processing

- gta-INTEL_S5DSAZMHOE0G1GC CWEMB42101HDOEODGN-part2 -= ../ .. sdad

scsi-SATA TNTEL SSDSAZMHOCVEMS42 101HDASGDGN -= ../, . /sda UDEV [1253748368.965545]) change  /devices/pe

scsi-SATA TNTEL S5D5AZFHOCVEMSZAZ2 10IHDOSODGM-partl -= ../, . /sdal (1.0 /hoste/ targetc:0:0/6: 000 0/block/sdb/sdbl (block)

sc51i-5ATA INTEL S5DSAZFHOCVEMS42 101HDOBODGN-part2 -= ../, . /sda2 ||
/o fsdb

-
ra
-
L

I

I

I

I

I

I

I

I

| -- usb-Generic_STORAGE_DEVIC Asdbl
|-- by-label

| |-- Fedoraw20wx28Rawhide»29 -= ../, /sdal

| - NEWMZENAMENx202 -= ../, ./sdbl

|-- by-path

| |-- pci-0008:68:1d,
I

I

I

I

-ush-0:1:1.08-5cs -= 0 fsdb
-usbh-0:1:1.8-scsi-00@@@-partl -= ../, /sdbl
i-0:0:0:0 -= ../, . fsda

b o fsdal

csi-guonoid-part2 -= ../, /sda

Ci-0Ra6a

|-- pei-C
|-- pci-
[-- P

Fod Pl B ] =

- pc
- by-uuid
| -- T@6263cd-5e28-dodc-97bE-labbe221c3dd -= | ./, fsdal
"-- albGheaf- - -97b8-6fbe3dd451b73 -= ../, . /sdbl

4 directories, 17 files

root@xel:~

Unknown or Unused ' RN | ot el ~]# c2label /dev/sdbl "NEW NAME 2"

46 GB Free [root@sl ~]# ]

';—I Unallocated Space
Generic STORAGE DEVICE Partition

T\ Generic STORAGE DEVICE
1.1 GB Media, MBER Partition Tahle

The attributes of the partition can be ed
can also be deleted to make room for o
s

Partition Label:

Type: VW95 FAT32 (0x0b)

Bootable

Delet

Mountable Filesystem

The volume contains a mountable files

Label: |NEW NAME 2 |

ST B4 I Palimpsest Disk ... root@x61:~ davidz@x61:~/H. . i'& B =B @escr 426pm "ED




Every 2.0s:

Sdev/disk/

4 directories,

- by-1

[--
| -
| -
[ --
| -
| -
| -
by -1
I-

- by-u

- Fh88-BEBD -= ../..

-
N
- ata-INTEL_S5D5

d
ata-INTEL_S5D

AT
Ha
Al
s

abel

Fedarah20yx28Rawhide’x29 -= ..
- Myo20Supery 20Pe o=
- by-path

pci-0000:00:1d,7
Ci-0006: A

p
pci-E
p

- pc

uid
7oe263cd-5e28-4odc -

17 files

Unknown ar Unuse

46 GB Free

davidz@=6l:~/Hacking

tree fdev/disk/

"HOZOG1GC_CVEM342 101HDOSO0GN -= |

MHEEOG1GC_CVEME42 101HDOBODGN -partl -= . .,

- ata-INTEL 5505A2 MHOSOG1GC_CVEMS42 101HDOSODGN -parts -= ../ ..

scsi-SATA TNTEL S5D5AZMHOCVEME42 101HDEEODGN -= ..

- sCs1-SATA TNTEL S55D5A2FHECVEMSA2 10IHDOSODGH-partl -= ../ ../
sCsi-SATA THTEL 550542 FHECVEMSA2 101HDOSODGN - part2 -= .

- usb-Generic_STORAGE_DEVIC

S fsdal
4 fsdbl

g:0-partl -= ,

Wed Sep 23 16:29:38 2009

S fsda
o dsdal
Ssda?
.. fsda
f sdal
= 0 fsdad
S fsdb
- £ fsdbl

= 00 fsdb
Jofsdbl

sda

97b3-1labbe?21c3dd -= |
Jsdbl

o fsdal
S fsda2

f.odsdal

';—I Unallocated Space
Generic STORAGE DEVICE

==

root@x61:~

Partition

The attributes of the partition can be ed

can also be deleted to make room for o
Partition Label:
Ty WA5S FAT32 (0x0bk)

Bootable

Delet

Mountable Filesystem

The volume contains a mountable filesy

Label: | NEW NAME 2

root@x6l:~

rootigxgl:~ =

[roct@xel ~]# udevadm monitor --udev
LIDEV -
UDEV [1253748368.965545] change

UDEY [1253748570.550025] change

davidzigxel:~/Desktop

&% davidz@xbl:~/Hackin... &¢

monitor will print the received events for:
the event which udev sends out after rule processing

Jdevices/p

(1.0 /hoste/ targetc:0:0/6: 000 0/block/sdb/sdbl (block)

Jdevic
(1.0 /hoste/targete:0:0/6:0:0:0/block/sdby/sdbl (block)

root@xel:~

[ roct@xel ~]# mkfs. vfat
mkfs. wfat 3.8.1 (23 Moy 2008)
[rootaxel ~]# |

A

Palimpsest Disk ... davidz@x61:~/H. .

-n "My Super Penguin® fdev/sdbl

= - [
"& @ =B gescr 420pm 55D




m

SMART Data

Drive: ‘

7 320 GBE Hard Disk-5T932042 1A5G

Disk is healthy h ‘
Status
Updated: Less than a minute ago - Update Mow
Self-tests: Last self-test completed OK - Bun self-test
Model: ST9320421A5G
Firmware Version: 5013
Serial Number: STIO8Z5C
Powered On: 81.2 davys
Temperature: 32° C/90°F
Bad Sectors: Maone
Self Assessment: Fassed
Owverall Assessment: @ Disk is healthy
| | Don'twarn me if the disk is failing
Attributes
ID | Attribute | Assessment | Value -
 TIME NMESded to SAm Up The aisE ITATES O u ||
WValue: MNJA L
Marmalized: 100 7
Start/Stop Count Worst: 100 ]
4 Number of spindle start/stop cycles ® Good Threshold: 20
Walue: 306
Reallocated Sector Count : :
Count of remapped sectors. When the hard drive fi :;::j“ze:l' %gg
readfwritefverification errar, it mark the sec Thr-=-5I.1c-I-:I' 36
"reallocated"” and transfers data to a special ".I'alu_-=-' : Bl GG
area (spare areal = e
Marmalized: G5
Seek Error Rate Warst: G0
Frequency of errors while positioning ® Good Threshaold: 30
Walue: 21494915521
Maormalized: 98 w




davidz@=6l:~/Hacking

root@x6l:~

mbr
Disk Utility

SMART Data

. 320 GB Hard Disk - 57932042 1A5G

Drive: | —pisk FAILURE IS IMMINENT

Status

Updated: Less than a minute ago - Update Maow

Self-tests: Last self-test completed OK - Bun self-test i':""r

Maodel: Maxtor 9614 THE ATA

Firmware Version: BEACS1EK|O

Serial Mumber: ME0OEREELC

Powered On: 94.3 days

Temperature: Unknown cpin-up-ti ) 3 : " 4 msec i -'_ online
Bad Sectors: 71 bad sectaors start ) : 10 N J.d-age '_:_""]-i""f'
S5elf Assessment: FAILING - - . - 3 1 good :- . = fail I:r:_l;:.r;;:ﬂ
@ DISK FAILURE IS IMMINENT E -error-rate 3 2 3 = 'i'l'l‘-il'l'?

Backup all data and replace the disk 2 - pe ance 3 3 -fail Onl
-minutes ] ;

Owerall Assessment:
Don't wam me if the disk is failing

Attributes oyl 1t 3 1 ; on 5
= —ated-eve 3|2 3 3 Offline

D

Attribute
I'me NeEeded ta SAin Up The a1sE

Start/Stop Count
Mumber of spindle start/stop «

Reallocated Sector Count

Count of remapped sectors. When the hard drive finds a
readfwritefverification error, it mark the sector as
"reallocated” and transfers data to a special reserved
area ispare area)

Assessment o
offline-un
udma -« 3

@ VWarning

attribut
attribut

Offline

Offline

Read Channel Margin attribute-
Margin of a channel while reading data attribut
attribute-100 One ormore hard disks repart health problems. Click the
. icon to get more information.

A hard disk may be falling

||

davidz@x61:~/H... [ Disk Utility | o=

» Q. x @i EI davidz@xbl:~/. ..




Kernel /
udev

Authority Disk Daemon Disk Ultility / Authentication
File Manager Agent

> >

Add /sys/class/block/sda1 DeviceAdded(sda1)

signal
-
- o Mount(sdaf, ...)
CheckAuthorization()
>

BeginAuthentication()

-«
AuthenticationAgentResponse()
>
CheckAuthorization()

result

Mount()
result



Desktop Integration

e GVfs volume monitor
« GNOME Power Manager



Formatting

Computer - File Browser

Bookmarks Tabs Help

Bacl Forward E @ ﬂ

||'§| |Hlcomputer =) 100% (&) | lcon View ~

Places » i

@ davidz
@ Desktop ;
[ File system Open

Network Open with Other Application..
E Plumbers
[ Trash

E Hacking
tl Download
@ Patches

£ public_htrml @ pfd.o

[

Open in Terminal
Format. ..
A
Unmount " 5
Format partition L of 320 GB Hard Disk (320 GB)

Eject

Detect Media — . ) )

= .‘P - Type: | Encrypted, compatible with Linux (FAT) w |

—

Create new filesystermn on the selected device Name: ’M'.s“ Little Pory ]

& Waming: All data on the volume will be imevocably lost.

Diskgtility| | Cancel || _i;mnat |




MD RAID

/- File Browser

File Edit View Go Bookmarks Tabs Help

*E!ack e a E H

‘ media ‘@ MOVIES ‘ &), 100% () | CompactView £
Placesw % bin <rv
davidz boat ays
E Desktop _ _
| dev =] tm

E File Systemn - - P
Network etc LEF
@ foobar COpenin New Tab
E 10 GE File Openin New Window 64
@ 2010 st+found

FusionMe
g ftn for d edia

s rer Multi-disk Device
& Trash nt
Hacking opt
Download oroc
Patches

roaot

public_html @ p.fd.o
shin
selinux

20 items, Free space: 11.2 GBE




El: Power Management Preferences

On AC Fower | On Battery Power | General

Actions
Put computerto sleep when inactive for: Mever 4
When laptop lid is closed: Suspend '

|| Spin down hard disks when possible

&

Display

Put display to sleep when inactive for: 30 minutes i

100%

Set display brightness to:

|| Dim display when idle

Help Make Default | | Close




Questions?
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History
» Back in the day

« /sbin/hotplug, scan entire /dev, /proc/scsi/scsi,
/proc/partitions

* magicdev, supermount, subfs
» User conf / passwords stored in /etc or hard-coded
e Millions of LOC running as uid 0



History
» Back in the day

« /sbin/hotplug, scan entire /dev, /proc/scsi/scsi,
/proc/partitions

* magicdev, supermount, subfs
» User conf / passwords stored in /etc or hard-coded
e Millions of LOC running as uid 0

» Early Desktop Integration
« HAL, D-Bus, PolicyKit
» Separate Mechanism and Policy

* But... Implementation too complex, not scalable, nof,
focused, too many abstractions



Cutting the same cake in a different way

1° piece: Move device discovery/enumeration,
classification, quirks, probing, event
propagation to udev

2" piece: Write libudev

3" piece: Dedicated system services for major
subsystems

- DeviceKit-disks, DeviceKit-power, NetworkManager,
PulseAudio, Bluez, Gypsy, ...

4" piece: Port the world to subsystem services

- Apps using simple subsystems use libudev (Cheese)
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kernel devices show up in a device tree in /sys

/sys/devices
|-- pci0000:00
1" |-- 0000:00:1F.2
| | |-- driver -> ../../../bus/pci/drivers/ahci
1 -- host0

-- subsystem -> ../../../../bus/scsi

-- target0:0:0

|-- subsystem -> ../../../../bus/scsi
| | | | |-- 0:0:0:0
| | | | | |-- subsystem -> ../../../../bus/scsi
. -~ block
-- sda

|-- subsystem -> ../../../../
|-- alignment offset

|-- capability

|-- dev

/o /o/.. /.. /class/block



new devices and changes are announced over netlink with uevents:

recvmsg(3,

{msg_name(12)={sa_family=AF_NETLINK, pid=0, groups=00000001},
msg_iov(1l)=[{"add@/devices/pci0000:00/0000:00:1f.2/host0/target0:0:0/...\0
ACTION=add\0
DEVPATH=/devices/pci0000:00/0000:00:1f.2/host0/target0:0:0/0:0:0:0/...\0
SUBSYSTEM=block\0
MAJOR=8\0
MINOR=0\0
DEVNAME=sda\0
DEVTYPE=disk\0
SEQNUM=1584\0"}, ...1],



udev rules to:
add properties to store in database
create meaningful symlinks
run programs to configure/setup the device

SUBSYTEM=="block", KERNEL=="sd*", ENV{DEVTYPE}=="disk", \
IMPORT{program}="ata id --export $tempnode"

/lib/udev/ata id --export /dev/sda

ID TYPE=disk

ID BUS=ata

ID MODEL=SAMSUNG MMCQE28G8MUP-0OVA

ID MODEL ENC=SAMSUNG\x20MMCQE28G8MUP-0OVA

ID REVISION=VAMO8L1Q

ID SERIAL=SAMSUNG MMCQE28G8MUP-OVA SE837A4759
ID SERIAL_SHORT=SE837A4759

SUBSYTEM=="block", KERNEL=="sd*", ENV{DEVTYPE}=="disk", \
ENV{ID SERIAL}=="?*", SYMLINK+="disk/by-id/$env{ID BUS}-$env{ID SERIAL}"



send event back to multiple listeners:

recvmsg(3,
{msg_name(12)={sa_family=AF_NETLINK, pid=-4226, groups=00000002},
msg_iov(1)=[{"udev-147\0\0\0\0\0\0\0\0\312\376\35\352 \Om\3\20\306\320B\1\214\272\31
UDEV_LOG=3\0
ACTION=add\0
DEVPATH=/devices/pci0000:00/0000:00:1f.2/host0/target0:0:0/0:0:0:0/block/sda\0
SUBSYSTEM=Dblock\0
DEVNAME=/dev/sda\0
DEVTYPE=disk\0
SEQNUM=1584\0
MAJOR=8\0
MINOR=0\0
DEVLINKS=/dev/block/8:0 \
/dev/disk/by-id/ata-SAMSUNG_MMCQE28G8MUP-0VA_SE837A4759 \
/dev/disk/by-path/pci-0000:00:1f.2-scsi-0:0:0:0\0
ID_TYPE=disk\0
ID_BUS=ata\0
ID_MODEL=SAMSUNG_MMCQE28G8MUP-0VA\0
ID_MODEL_ENC=SAMSUNG\\x20MMCQE28G8MUP-0VA\0
ID_REVISION=VAMO8L1Q\0
ID_SERIAL=SAMSUNG_MMCQE28G8MUP-0VA_SE837A4759\0
ID_SERIAL_SHORT=SE837A4759\0
ID_PATH=pci-0000:00:1f.2-scsi-0:0:0:0\0
DKD_ATA_SMART_IS_AVAILABLE=1\0}, ...],



receive event with libudev:

struct udev_monitor *monitor;
struct udev device *device;

monitor = udev_monitor_new from netlink(udev, "udev");

udev_monitor enable receiving(monitor);

udev_monitor filter add match_subsystem devtype(monitor, "block", "disk");
device = udev_monitor receive device(monitor);

message multiplexing in the kernel
messages filtered inside the kernel with berkeley packet filter



libgudev javascript example



Storage Subsystem Daemon
» DeviceKit-disks

 Consumes udev information
» Started on demand
» High-level API w/ progress reporting

* Mount, Unmount, Eject, Poll, Fsck

Partitioning, Formatting, FS Label

ATA SMART monitoring

MD-RAID (Create, Start/Stop, Check, ...)
Drive spindown
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Palimpsest Demo

(d-feet, fs labels, mkfs, ATA SMART from USB, new-ui)



D-Feet D-Bus debugger

= | 3
System Bus 3{ | Session Bus 3¢
Filter. | || Hide Private
| Bus Name ~ unique :::e. nlr%‘f;reedesktnp DeviceKit Disks
@ com.redhat.NewPrinterNotifica| | C Line: /usr/libexec/devkit-disks-daemon |
@ com.redhat.abrt Intraspection Data [l
@ fi.epitest.hostap.WPASupplican| | ¥ Object Paths
@ org.bluez > @4 Jora/freedesktop/DeviceKit/Disks H
&' org.freedesktop.Avahi - QforgffreedEsktopraviceKit/D\sksfdE\ncasfsda
@ org.ireedesktop.ConsoleKit - Interfaces =i
= 3 org freedesktop DBus. Introspectable
@ org.ireedesktop.DeviceKit.Pow| [ orafreedesktop DEus.Properties
@ org.freedesktop.Hal - org freedesktop DeviceKit Disks Device
@ org.ireedesktop.ModemManage < () Methods
@' org.freedesktop.NetworkManag| @ DriveAtaSmartinitiateSelftest{String test, Array of [String] options)
@ org.freedesktop.NetworkManag| * @ DriveAtaSmartRefreshDatal4rray of [String] options)
@y org.ireedesktop.NetworkManag - O DriveDetachisrray of [String] options)
@ org.ireedesktop.Policykitl | | O DriveEject(Ariay of [String] aptions)
@ org.gnome.DisplayManager @ DrivePoliMedial)
® 1.2 @ DriveSetSpindownTimeout(Int3? timeout_secands, Array of [String] opt
& 7 O DriveUninhibitPalling(String cookie)
& naa O DriveUnsetSpindownTimeout{String cookie)
@& 115 @ FilesysternCheckirray of [String] options) = (Baolean is_clean)
& 116 @ FilesystemnCreate(string fstype, Array of [String] options)
& 119 @ FilesystemListOpenFilesi) = (Array of [Struct of (UInt32, UInt32, String)]
@ .33 @ FilesysternMountiString filesystem_type, Array of [String] optians) = (St
@ :1.3a @ FilesysternSetLabel(String new_label]
@ n.3s [~ @ FilesysternUnmountiarray of [String] options) [~

i | > [E] i [ >
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SMART Data

7, 320 GB Hard Disk - 5T932042 1A5G

Reallocated Sector Count

Mormalized: 100

Start/Stop Count Warst: o0
4 Number of spindle startistop cycles ® Good

Threshold 20
Value 306

LETENEELH

n the hard dri
h

Good

Marmalized: 65

Seek Error Rate Worst: &0
Fraquency of errars while positianing ® Good

Threshold 30
Value 21494915521

Mormalized: 92

TR ‘ Disk is healthy |v ‘
Status

Updated: Less than a minute ago - Update Now

Self-tests: Last self-test cormpleted CK - Bun selftest

Model: ST9320421A5G

Firmware Version: 5013

Serial Number: STJ0EZSC

Powerad On: B81.2 days

Temperature: 32°C/90°F

Bad Sectors: MNone

Self Assessment: Passed

Overall Assessment: @ Diskis healthy

[] Don'twam me if the diskis failing
Attributes

ID | Attribute | Assessment | Value -

TS e ay te ST Up T aisk rEsnE 0 | |
Value NiA
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SMART Data

320 GB Hard Disk - 5T932042 1A5G

Drive

Status

Updated:
Selftests:
Model:

Firmware Version
Serial Number:
Powered On:
Temperature:
Bad Sectors.

Self Assessment:

Overall Assessment:

= DISK FAILURE IS IMMINENT

Less than a minute age - Update Now
Last self-test completed OK - Run self-test
Maxtor 96147H8

BACS1K]O

NBOBRBEC

94.3 days

Unknown

71 bad sectors

FAILING

e DISK FAILURE IS IMMINENT
Backup all data and replace the disk

) Don'twarn me if the disk is failing

Attributes

1D | Attribute

T et To S T U e ITsE

Start/Stop Count
Number of spindle startistop cycles

Reallocated Sector Count

Count of remapped sectars, When the hard drive finds a
readiwritefverification error, it mark the sector as
“reallocated” and transfers data to a special reserved

area (spare area)

Read Channel Mar

Margin of a channel whi

eading data

Assessment

@ Warmning

=}
partiti
cheme:

ad-channel -margin
k-error-rate
c-time-perf

on-minut

shi rate-write-of
pin-high-current
spin - bu
ffline-seek
attribute-96
attribute-97
attribute
attribute-99
attribute-100
attribute-101

A hard disk may be failing

One or more hard disks report health problems. Click the

ican to get mare information

450 PM

mo
m]

0
=]
|m]




Kernel / Authority Disk Daemon Disk Utility /
udev File Manager

\

B —
Add /sys/class/block/sda1 DeviceAdded(sda)
signal
-
N Mount(sda1, ...)

CheckAuthorization()

Authentication
Agent

\J

BeginAuthentication()

A

AuthenticationAgentResponse()

—_—
CheckAuthorization()
result
—_—
Mount()

result

25



Desktop Integration

» GVfs volume monitor
« GNOME Power Manager
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Formatting

Computer - File Browser

E) 100% (@) | lcon View ~

Format partition 1 of 320 GB Hard Disk (320 GB)
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Name: [My Little Pomy ]

A Waming: Ali data on the volume wili be irrevocably lost.
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MD RAID

Browser

File Edit ¥ew Go Bookmarks JTabs Help

*Eack v Forward = ’lgl‘ #a

Placesw
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davidz

i3 Desktop

[ File System

%) Network

2 Test Raid i
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(3 foobar Qpen in Mew Tab
[ 10 GB File
(©) zo10
£2 Fusionme
3 sftp ford
& Tash
Hacking opt
Download

£ patches
public_html @ p.fd.o

Open in New Window

Start Multi-djsk Device

root
shin
selinux

20 items, Free space: 11.2 GB




Power Management Preferences

Cn AC Power | On Battery Power | General

Actions

Put computerto sleep when inactive for: | MNewer

When laptop lid is closed: | Suspend

(] Spin down hard disks when possible

Display

Put display to sleep when inactive for: 30 minutes

Set display brightness to:

[] Dim display when idle

100%

Help Make Default ‘ |

Close




Questions?
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Docs / References

http://lwww.kernel.org/pub/linux/utils/kernel/hotplug/libudev/
http://www.kernel.org/pub/linux/utils/kernel/hotplug/gudev/
http://hal.freedesktop.org/docs/DeviceKit-disks/
http://hal.freedesktop.org/docs/DeviceKit-power/
http://hal.freedesktop.org/docs/polkit/
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